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Executive Summary 
This document provides a review of existing information and gaps in Critical 
Infrastructure (CI) interdependency data and modelling. It satisfies the remit of Task 2.1 
within the Work Package 2 (WP2) Multi-hazard Infrastructure Risk Assessment for 
Climate Adaptation (MIRACA) project. The focus of this document is to: (1) Provide a 
literature review of existing CI interdependency frameworks; (2) Identify the most useful 
CI interdependency modelling approaches for demonstrating the effects of service 
disruptions across multiple CI systems; (3) Examine existing state-of-the-art data in 
Europe that could be used in MIRACA; and (4) Identify gaps and opportunities for 
improved CI interdependency focussed modelling, data creation and policy outcomes 
that would enhance the next steps of MIRACA.            
 

  



 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
4 

 

Table of Contents 
 
Document History ........................................................................................................................ 2 

Executive Summary...................................................................................................................... 3 

1. Introduction ........................................................................................................................... 5 

2. Relevance of CI interdependence ...................................................................................... 7 

3. Interdependency modelling principles ............................................................................. 11 

4. State of data and gaps .......................................................................................................21 

5. Conclusions and future opportunities ............................................................................ 26 

References .................................................................................................................................. 29 

 
  



 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
5 

 

1. Introduction 
Critical Infrastructures (CIs) such as energy (electricity, gas, oil), transport (roads, 

railways, maritime and inland waterways, airports), telecommunications (telecom in 
short), education and healthcare facilities, provide essential services that sustain social 
and economic well-being of societies (Hall et al., 2016a). CIs operate under continuous 
stress because they are built under design and capacity constraints, while the demands 
and external perturbations imposed upon them are constantly changing (Pant et al.,  
2016). These stresses are particularly magnified under extreme weather events that 
induce damages causing widespread disruptions due to CI failures. CI disruptions, 
especially in energy, transport and telecommunications, lead to far-reaching 
consequences of socio-economic losses because of the networked behaviour of their 
assets and service provisions (Thacker et al., 2017a; Koks et al., 2019a; Oughton et al., 
2019).  

This document focuses on CI interdependencies that trigger cascading failures 
across multiple systems, the study of which is an objective of the Multi-hazard 
Infrastructure Risk Assessment for Climate Adaptation (MIRACA) project. In particular, 
Work Package 2 (WP2) within MIRACA aims to develop and demonstrate a complete 
framework for interdependent CI network use and failure propagation modelling. The 
framework will lead to the: (1) creation of improved models and data to represent 
interdependencies across CI networks; (2) representation of service delivery from these 
networks to other CI and to customers, businesses and wider economic sectors; and (3) 
development of methods to assess cascading failures and interdependencies between 
CI networks at the pan-European scale.  

Towards building the WP2 framework, the first Task 2.1 delivers (through this report) 
a review of current literature towards identifying the existing data needs and gaps that 
need to be addressed for creating harmonised interdependent network models at large 
scales. This involves:  

1. A literature review of frameworks that identify the different types of 
interdependencies between CI networks.   

2. Identifying the current state of research to identify CI interdependency models 
that would be most useful for modelling service disruptions across multiple CI 
systems.  

3. Reviewing the existing state-of-the-art data in Europe that could be used in 
MIRACA.  
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4. Identifying gaps and opportunities for improved CI interdependency-focused 
modelling, data creation and policy outcomes that would enhance the next steps 
of MIRACA.           

The next sections of the report are organised as follows. Section 2 discusses the 
relevance of incorporating CI interdependencies in risk assessments. Section 3 explores 
the definitions of CI interdependencies proposed in literature and the most relevant 
modelling approaches for MIRACA to be able to quantify those interdependencies. 
Section 4 presents the existing state-of-the-art datasets at the EU scale that will be 
useful for CI modelling and identifies the gaps that MIRACA can address and improve. 
Section 5 concludes this review with the key lessons and opportunities for CI 
interdependency modelling in the next steps of MIRACA.   
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2.   Relevance of CI interdependence 
2.1. Impacts of infrastructure interdependency 

There is consensus in academic research and public policy that CIs have evolved to 
be highly interdependent systems (Ouyang, 2014; Hall et al., 2016b; CISA, 2019; OECD, 
2019). The term interdependence is widely used in literature to characterise the bi-
directional relationship between two infrastructure assets where each asset affects the 
operations of the other (Rinaldi et al., 2001; Pederson et al, 2006). Interdependencies 
across multiple CIs are highly desirable because they enable the smooth functioning of 
society and businesses (Grafius et al., 2020), provide economic benefits (Zavadskas et 
al., 2018) and enable the growth of CI systems at economies of scale (Henckel & 
McKibbin, 2017). These interdependencies are becoming more extensive in modern 
infrastructure networks for two technological reasons: (i) the transition towards 
electrification of all infrastructures that were previously powered by fossil fuels 
(notably transport and heating) in order to cut harmful carbon emissions; and (ii) the 
digitisation of all forms of infrastructure in order to enhance efficiency. However, 
interdependencies lead to undesirable outcomes of widespread disruption propagation 
across multiple CI systems that escalate the consequences of localised failures (Pant et 
al., 2022). It is widely accepted that networked CIs such as electricity, transport and 
telecom systems are highly susceptible to cascading failures, which is defined as the 
“uncontrolled successive loss of system elements triggered by an incident at any 
location” (Vaiman et al., 2011).  

Several examples of cascading failures across CIs have been documented in Europe, 
with the most prominent examples being the power network failure originating in Italy in 
2003 and Germany in 2006 that respectively resulted in large-scale blackouts for about 
57 and 45 million people across several European countries (Guo et al., 2017). These 
incidents prompted an improvement in the policy governing the security of transmission 
of electricity across Europe (Van der Vleuten & Lagendijk, 2010). Empirical evidence of 
1,749 documented cascading failure events across 12 CI and industry sectors in Europe 
showed that 60% of power failures and 24% of telecom failures caused outages in other 
sectors (Luiijf et al., 2008). The ongoing war in Ukraine has very strongly demonstrated 
that Russian attacks on energy and telecom CI assets have caused cascading failures 
that have severely affected millions of people in Ukraine and impacted global energy 
and food security (Zwijnenburg & Nikolaieva, 2022; Zhou et al., 2023).  
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In the context of the MIRACA project, the particular focus is on CI failures due to 
multi-hazard natural events such as extreme floods (pluvial/fluvial/coastal), windstorms, 
droughts, heatwaves, wildfires, earthquakes and landslides. For such hazards, the 
combination of compounding and cascading events (Wells et al., 2022) can also 
introduce common cause failures (where multiple CI assets are damaged at the same 
time by the hazard) and escalating failures (where one CI failure impedes the recovery 
of another) (Rinaldi et al, 2001; Rehak et al., 2018). Extreme floods in Germany in 2021 
caused an estimated €700 million – €1.2 billion damages to roads, bridges and railway 
networks, disconnected 200,000 people from the power networks, created telecom 
outages in flooded regions, caused severe damages to several hospitals and schools, 
and most of these impacts lasted for several weeks (Koks et al., 2021). Flood losses to 
the United Kingdom’s economy in 2015/16 were estimated to be €1.7 billion, and €360 
million from compounding events between November 2019 and March 2020 (FCERM, 
2021), while multiple storm events in 2021-2022 caused electricity disruptions for over 1 
million customers and major transport disruptions (BEIS, 2022; Met Office, 2022). 
Evidence from the UK Environment Agency (EA) showed that two-thirds of properties in 
England obtained services from CI assets directly or indirectly exposed to floods, which 
meant that for every person affected during a large flood, about sixteen more suffered 
knock-on effects from losses of CI services (EA, 2021). 
 

2.2. Efforts to understand the impacts of infrastructure interdependency. 

With the backdrop of increasing evidence of the CI cascading failures, 
interdependencies are increasingly considered to be an issue of national security and 
protection against risks in Europe and other countries (CISA, 2019; Lewis & Petit, 2019; 
OECD, 2019; Chouinard & Hales, 2020). Over the years many policy frameworks and 
directives, at the European Union level, have been introduced, including the Critical 
Entities Resilience Directive (CER) (EU, 2022), which replaced the European Critical 
Infrastructure Directive (EU, 2008). CER aims to improve the resilience of 11 CI sectors 
(including the ones of interest in MIRACA): energy, transport, banking, financial market 
infrastructures, health, drinking water, wastewater, digital infrastructure, public 
administration, space and food.  Previously, the European Programme for Critical 
Infrastructure Protection (EPCIP) also stressed the need to improve CI preparedness 
against attacks (EU, 2006). 

With increasing extreme weather events happening due to climate change, CI assets 
are more vulnerable to damages that could lead to cascading failures (Mikellidou et al.,  
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2018). A study, on direct physical damage to CI assets (energy, transport, education, 
health, and industry) losses from multiple hazards (heatwaves, cold waves, floods, 
droughts, windstorms, wildfires) under future climate scenarios, has estimated asset 
damage losses amounted to around €3.4 billion per year at present and could increase 
six-fold by 2050s to 10-fold by the end of the century with the largest concentration 
of estimated risks in Italy, Slovenia, Portugal, Spain, Greece and Croatia (Forzieri et al.,  
2018). It could be argued that these estimates would be much higher and magnified in 
future climate scenarios if the indirect economic losses from CI interdependencies and 
their cascading impacts were also accounted for in the analysis. However, till date such 
an assessment has not been undertaken.  

A number of European Commission funded projects have sought to understand and 
model the impacts of infrastructure interdependency at the pan-European level. For 
transportation, projects such as TRUST (TRansport eUropean Simulation Tool) and 
ETISPlus (Speth et al. 2022) have developed multimodal transport models at varying 
spatial scales to map passenger and freight flows from which economic impacts of 
disruptions could be estimated.  TRUST focused on origin-destination flows at the 
NUTS3 level and ETISPlus on flows along the asset level for long-distance transport links 
(e.g. motorways and highways only). However, TRUST is not an open-source model, 
though the methodology has been shared (TRT, 2024). ETISPlus data was created in 
2010, though an update synthetic model of flows for 2019 and 2030 was recently 
created (Speth et al., 2022). Projects like CASCADes and RESIST specifically address 
climate-induced disruptions, evaluating how extreme weather events cascade across 
critical infrastructure sectors, especially transportation, energy, and ICT, and offering 
resilience strategies. However, these projects develop solutions at macro-scales and 
digital twins models for high-level stakeholder engagement. INFRARISK and IMPRESS 
develop risk assessment tools for transportation under natural hazards, while also 
examining interconnected vulnerabilities with energy and water systems.   

Gaps remain, particularly in the assembly and creation of data for modelling cross-
sectoral interdependencies between transportation, energy, water, and ICT systems. 
Although some projects (e.g., CASCADes) move in this direction at the macro-scale, 
further research is necessary to deepen cross-sectoral analyses, especially in mapping 
essential lifeline infrastructure and critical interdependencies at the asset level across 
Europe. Addressing these gaps will be critical for understanding resilience needs across 
the European infrastructure network and developing tools for coordinated, sector-wide 
responses to both natural and anthropogenic threats. 

http://www.trt.it/en/tools/trust/
https://www.tmleuven.be/en/project/etisplus
https://www.cascades.eu/
https://resist-project.eu/
https://www.infrarisk-fp7.eu/
https://impress-rail-project.eu/
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Various policy directives have consistently noted that the silo-ed approach of CI 
owners to manage and operate their CIs and a lack of understanding of CI 
interdependence remains a major challenge in estimating and tackling climate risks 
(OECD, 2019; NIC, 2021; Sonesson et al., 2021). This leads to additional challenges of lack 
of coherent data for modelling infrastructure interactions and inconsistent risk 
measures that make it difficult to compare resilience outcomes across different sectors 
(NIC, 2020; HM Government, 2022).  

Based on all the above, the case for building models in MIRACA to quantify CI 
interdependencies for estimating wider socio-economic losses is quite clear and 
relevant. Next, we examine the state of current CI modelling that is relevant for our 
project. 
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3. Interdependency modelling principles 
3.1. Interdependency typology 

Since it has been well established that CIs function as interdependent systems, a 
large amount of research has now focussed on conceptualising, modelling and 
quantifying interdependence across CIs (Ouyang, 2014; Hickford et al., 2018; Saidi et al.,  
2018). This has led to defining CIs as system-of-systems which is the “collection and 
interconnection of all physical facilities and human systems that are operated in a 
coordinated way to provide a particular infrastructure service” (Hall et al., 2016b). From 
a risk assessment perspective, this definition is relevant for MIRACA because it lays 
emphasis on the physical facilities embedded in space, which are exposed to spatial 
hazards, and also focuses on the role of CI assets in providing infrastructure services 
that determine the extent of cascading failure impacts. The system-of-systems of CIs 
is further conceptualised as a combination of systems embedded in networks at 
multiple levels that evolve over time (Eusgeld & Nan, 2009), exhibiting multi-scale 
hierarchical structures (Thacker et al., 2017b; Verschuur et al., 2022b). This evolution of 
the CI over space and time is relevant in the assessment of changing risks and 
considering adaptation options for existing CI assets or for new CI investments in the 
future, both of which are a focus of the MIRACA project. 

Various classifications of interdependencies in the system-of-systems modelling of 
CIs have been proposed and reviewed in great detail (Ouyang 2014; Saidi et al., 2018). 
Table 1 describes useful interdependency typologies defined over the years in the 
academic literature with MIRACA-relevant practical applications (Rinaldi et al., 2001; 
Zimmerman, 2001; Dudenhoeffer et al., 2006; Lee II et al., 2007; Zhang & Peeta, 2011). It is 
noted that these examples show a directional dependency in terms of the initiation of 
the failures, which can lead to further interdependent failures that cascade back to the 
original CI (Pant et al., 2020). Two empirical examples of cascading failures enabled by CI 
interdependence are described below (Bloomfield et al., 2009; Ferrari & Santagata, 
2023): 

1. An explosion at the Buncefield Oil Depot in the UK in 2005 highlighted the 
geographic interdependencies by propagating disruptions to the adjacent road 
network, causing €77m of damage to energy and adjacent businesses, including 
a major Information Technology Company’s headquarters. This further triggered 
cyber/informational interdependencies where five hospitals lost access to 
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servers hosting patient records for a week, and the national payroll scheme worth 
€1.5 billion was disabled for a while before being recovered. 

2. The collapse of the Genoa bridge in Italy due to floods in 2018 emphasised the 
geographic interdependencies where part of the collapsed building fell and broke 
the railway lines going under it and also damaged warehouses of an energy 
company. This further created functional, social, market and economic 
interdependencies by drastically disrupting the mobility of people and goods 
from the Port of Genoa, one of the largest in the Mediterranean. The issue also 
highlighted budgetary interdependency in terms of the lack of spending on 
infrastructure maintenance in the region.    

 

Table 1: Descriptions of different types of interdependencies defined in literature, 
supported with their practical applications in the MIRACA project. 

Interdependency 
type 

Definition Practical applications in MIRACA 

Physical Different CI assets are physically 
connected and share inputs and 
outputs with each other. 

Electricity network CI asset 
failures shutting down directly 
connected CI assets: transport, 
telecom, schools and hospitals. 

Geographic/Geo-
located/Spatial 

CI assets are exposed to the 
same local environment or spatial 
footprint.  

A large flood hazard destroying 
road bridges, which might also 
have electricity and telecom 
cables going under them.   

Cyber/Informational There is an exchange of 
information between CI assets, 
underpinned by an information 
infrastructure. 

Telecom data centre failures 
shutting down operations of 
electricity networks, emergency 
health services, and road and 
railway signalling.   

Functional 
(combination of 
physical and cyber) 

The operation of CI assets of two 
infrastructures are contingent on 
the supply of resources and 
services from each other.  

Electricity and telecom CI asset 
failure shutting down both 
networks and affecting 
operations for transport, 
education and health CI assets.    

Social The operations of CI assets are 
co-dependent upon social 

A post-disaster surge in demand 
for emergency services and 
schools as shelters putting 
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perceptions and demands for CI 
services. 

transport, electricity and 
telecommunication CI assets 
under stress, leading to road 
closures, electricity load 
shedding and telecom towers 
losing signals. 

Market and 
Economic 

The economic and market supply 
and demand affect CI assets  

A post-disaster decline in 
manufacturing, agriculture, 
mining production reducing 
critical transport goods and 
services delivery to others CI 
assets.  

Budgetary The investments into new or 
existing CI assets of different 
infrastructures depend on the 
same public financing 
constraints   

Limited centralised budgetary 
constraints governing the 
prioritisation of building 
resilience to electricity or 
telecom CI assets over others CI 
assets, thereby ignoring some 
localised cases where investing in 
other CI asset resilience might be 
more beneficial.    

Policy and 
Procedural 

There are set of binding policies 
that govern CI assets of all types 

Short-term post-disaster 
sequencing of CI restoration 
enabling or hampering recovery. 
Long-term climate emission 
commitments governing the 
evolution of centralised or de-
centralised CI networks, altering 
the nature of interdependencies.   

Culture and Norm  The utilisation of various critical 
infrastructure assets and 
services is contingent upon and 
will influence urban transitions by 
interacting with societal norms 
and cultural values.  

Cultural norms that emphasise 
public transportation may place 
less strain on road networks; 
cultural norms shape how 
communities respond to 
infrastructure failures or crises 
(community and mutual 
assistance or individualism), 
impacting how quickly repairs 
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and recovery efforts are 
coordinated; cultural norms can 
also influence how resources or 
investments are allocated and 
prioritised in society.   

 
3.2. Interdependency modelling approaches 

To model and quantify the different types of CI interdependencies, the most 
common approaches have utilised spatial network-based methods (Murray et al., 2008; 
Barthélemy, 2011). The most useful network models are those that capture the multi-
layered hierarchical nature of CIs showing (Thacker et al., 2017a-b): (1) The ability of the 
CI assets to provide a service through source nodes that generate services; (2) The 
interdependence or directed dependence between CI assets through intermediary 
nodes and links that transmit services from generation towards locations of demand; (3) 
The interface between CI assets and socio-economic entities through sink nodes that 
deliver the services to customers and business who have the demand for the service. 
Such models are able to capture the heterogeneity, scale, and dimensionality of multiple 
CIs at large scales (Zio, 2016). Several network-based representations of CIs have 
focussed specifically on characterising topology (Barabási, 2009) – the physical, 
geographic and logical arrangement of nodes and their connecting links – and its 
implications on CI vulnerability (Barthélemy, 2011; Hines et al., 2010; Dunn & Wilkinson, 
2013; Freitas et al., 2022).  

Multi-layered infrastructure networks are often conceptualized as layered 
hierarchies, with large, high-impact nodes at the top (with supranational influence) and 
progressively smaller, locally influential nodes at the lower layers. Interdependencies 
between these networks are represented as directed links, indicating the flow of 
passengers, freight, and resources, as depicted in Figure 1.  

Figure 1: Representation of hierarchical network typology and dependencies 

 
A robust interdependency analysis model would represent the bidirectional 

relationships between cross-sectoral critical infrastructure (CI) networks. Specifically, 
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how resource networks (e.g. energy, telecoms) disruptions impact system operability 
and how transportation network disruptions affect accessibility. To achieve this, 
mapping connections between all the sectors, as illustrated in Figure 2, provides a 
comprehensive view of passenger, material, and energy flows within and across 
networks. This mapping enables a foundational assessment of cascading impacts 
resulting from the failure of individual nodes, offering insight into resilience strategies 
that can mitigate potential disruptions across critical infrastructure sectors. 

Figure 2: Representation of multi-modal and cross-sectorial network typologies and 
dependencies 

 
Interdependency network methods that are only topology-based do not provide an 

understanding of the disruptions of services, which has led to the development of 
several multi-layers network methods that integrate the topology with the functional 
characteristics of CI assets through simplified flow-based network models (Pant et al, 
2016; Thacker et al., 2017b; Zhao et al., 2018; Ganguly & Mukherjee, 2023) and more 
complex representations of flow dynamics (Goldbeck et al, 2019; Galbusera et al., 2020). 
Apart from network modelling approaches, several other modelling approaches have 
been employed for CI system-of-systems modelling, including, amongst others, expert 
scenario-based methods (Laugé et al., 2015; Seppänen et al, 2018), empirical evidence-
based and historical data-driven methods (Zimmerman 2004; Luiijf et al., 2008; 
Mottahedi et al., 2021), macroeconomic input-output (IO) and its inoperability-based 
models (Koks et al., 2019b), economic computational-general equilibrium (CGE)-based 
methods (Rose, 2019), aggregated systems dynamics-based models of stocks and flows 
(Min et al., 2007; Papachristos, 2019), agent-based models (Eusgeld et al., 2011), Bayesian 
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network-based approaches (Johansen & Tien, 2018), and population mobility models 
(Barbosa et al., 2018).  

Detailed reviews of all the above models have discussed the limitations of each 
approach (Ouyang 2014; Sun et al, 2022), highlighting that: (1) Network models require 
detailed data on CI assets locations, connectivity and attributes and can be 
computationally expensive at large scales; (2) Models derived from expert scenarios, 
empirical evidence, and systems dynamics generally require highly trained professionals 
with experience of CI interdependencies, which can be limited and also introduce expert 
biases; (3) Historical data-driven analyses and population mobility models utilise field 
survey data and will introduce stationarity in modelling CI interdependencies and ignore 
future evolutions of interdependencies; (4) Economic IO and CGE models do not capture 
the spatial locations and connectivity between CI assets but rather focus on the 
aggregated presentations of the CI as economic sectors. While the spatial extension of 
CGE, represented by Spatial Computable General Equilibrium (SCGE) models, significantly 
enhances the analysis by explicitly incorporating regions, network flows, costs, and the 
spatial characteristics of infrastructure systems and their interrelations (Zhang & Peeta, 
2011). Despite these advantages, SCGE models are not without their challenges, notably 
the substantial data requirements essential for in-depth spatial network analysis. 
Acquiring such data can pose significant logistical and technological hurdles, thereby 
adding complexity to the model development process; (5) For the case of the Agent-
based Model, the explored emergent behaviours might not have been observed or 
occurred, which limits the model calibration and validation through such an approach. 
Instead, expert engagement is beneficial to validate the patterns of agent and system 
behaviour (Voinov et al., 2018); and (6) similar to agent-based models, Bayesian network 
models require lots of data for calibration and are difficult to scale.  

As no single CI modelling approach can provide a comprehensive understanding of CI 
interdependencies and cascading failures, combining two or more CI modelling 
approaches would be most suitable (Zio, 2016; Barker et al., 2017; Sun et al, 2022). For the 
purposes of the MIRACA project, the most relevant approaches would be the ones that 
combine changing extreme hazards with spatial networks service flow models, 
population estimations, business locations, macroeconomic IO models and adaptation 
prioritisation decisions to capture geographic, functional (physical and cyber), market 
and economic, budgetary and policy interdependencies. While such models have not 
been built yet at the pan-European scale, some country-specific models for multi-modal 
road, rail, port and airport networks have been demonstrated in Vietnam (Oh et al., 2019) 
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and Argentina (Kesete et al., 2020). To achieve the implementation of the 
interdependent CI failure propagation analysis, a key challenge is the collection and 
creation of datasets. This is discussed in Section 4.      

 
 

 
3.3 Flow modelling approaches  

Flow modelling, as a medium, assists in analysing and optimising the intricate 
interdependency of CI networks, encompassing energy, transportation, and telecom 
infrastructures in the context of MIRACA project. Diverse mathematical and analytical 
models have been established that are applicable to each sector. In the realm of 
transportation flow modelling, traffic flow models, ranging from microscopic, 
mesoscopic to macroscopic, have been applied to simulate traffic dynamics at distinct 
levels of detail (Dorokhin et al., 2020; Gora et al., 2020; Khan & Gulliver, 2018; Y. Wang & 
He, 2018). Yet, these conventional models are primarily designed to elucidate traffic 
conditions, congestion patterns, and the overall network performance, leaving a gap in 
the exploration of spatial flow modelling to unveil the underlying network 
interdependencies. To fill this gap, gravity and radiation models are emerging as two 
valuable tools for modelling the spatial flow distribution (Masucci et al., 2013; Piovani et 
al., 2018). These models hinge on the concept of location attractiveness (typically 
measured by population density, employment opportunity, and economic activities) and 
the required transporting distance. Research (Masucci et al., 2013) has shown that the 
gravity model outperforms the radiation model in predicting flows over short and 
moderate distances where most flows occur, and vice versa. However, it is essential to 
notice that both models are specific to transport passenger and trade modelling and 
may not work as well for non-physical flows (e.g., information and energy flows). 
Alternative flow modelling approaches that could be generalisable at the pan-European 
scale for studying the interdependent CI across different infrastructure systems are 
needed.  

As discussed previously in Section 3.2, with network-based (or graph-based) 
methods increasingly used as a means to represent interdependent CI networks 
(Guldmann, n.d.; Yodo & Arfin, 2021), process-based methods emerge as a promising tool 
to model the flows originating from diverse sources (e.g., energy, transportation, and 
telecom). These models operate under the assumption that the observed flow pattern 
adheres to a predefined proportional assignment (i.e., fixed O-D flow matrices). Building 
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on these principles, multi-layered hierarchical network service flow models, of relevance 
to the MIRACA project, have been developed and demonstrated through several case 
studies on spatially interdependent energy, transport and telecom vulnerability and 
risks assessments for Europe (Poljanšek et al., 2012), Sweden (Johansson & Hassel, 2010; 
Johansson et al., 2011), Great Britain (Thacker et al, 2017a; Oughton et al., 2019; Pant et 
al., 2020; Ilalokhoin et al., 2023), New Zealand (Zorn et al., 2020), United States (Dueñas‐
Osorio et al., 2007; Hernandez-Fajardo & Dueñas-Osorio, 2013; Almoghathawi et al., 2021) 
and China (Hu et al., 2014; Wang et al., 2018). 

To further enhance the accuracy and robustness of process-based methods in 
modelling flows of various sources within integrated-interdependent networks, the 
MIRACA project recognises the necessity of accounting for the dynamics and 
uncertainties in flow modelling by incorporating variable O-D flow matrices. To achieve 
this, the following strategies could be employed in this project, including:  

1. Elastic demand modelling for flow diversion. Elastic demand modelling can 
describe how demand for travel between different O-D pairs changes in response 
to the changes in the travel cost. Elasticity measures the percentage change in 
demand for a given percentage change in cost (Xie et al., 2011). A negative 
elasticity indicates that demand decreases as costs increase. Using this 
approach, the simulation can show how changes in cost or other factors affect 
the traffic flow by analysing the extent to which people divert from the original 
service or route to alternatives. Flow diversion may involve choosing different 
routes and modes of transportation. This approach is also valuable for scenario 
planning to understand the potential consequences of infrastructure failures, 
helping to make informed decisions and prompt responses.  

2. Set constraints on maximum flow rates for subpaths/subnetworks. To model flow 
diversions effectively, constraints can be strategically introduced at diversion 
points within the network. Two primary methods include imposing capacity limits 
on edges to define the maximum number of units each edge can accommodate; 
and implementing constraints related to the cost or travel time associated with 
each edge (Elalouf et al., 2012; Karsten et al., 2015). These measures shape and 
guide traffic flow rates, allowing for a more accurate representation of diversion 
dynamics. 

3. Incorporate uncertainties into flow modelling. This entails the incorporation of 
various sources of uncertainty, including demand fluctuations on the human side 
(e.g., unbounded rationality in decision-making), variations in traffic conditions 
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(e.g., travel costs), and unforeseen disruptions in the environment (e.g., natural 
disasters, random network failures, etc.) (Dewar & Wachs, n.d.; Ottomanelli & 
Wong, 2011). Monte Carlo simulation method has been identified as a popular 
approach to quantify uncertainties in traffic flows on a transport network by 
(Seger & Kisgyörgy, 2018). By integrating uncertainties into the flow modelling 
process, our project aims to enhance the robustness of its predictions and 
provide more reliable insights into flow simulation under uncertain circumstances.  
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3.4 Interdependency dynamics 

Critical Infrastructure (CI) disruption involves the removal or loss of functionality of 
specific nodes or links across hierarchical network layers. When disruptions occur, these 
initial "first-order disruptions" directly affect the infrastructure targeted by the 
disruption, such as a damaged bridge or flooded railway segment. This initial impact 
leads to an immediate rearrangement of transportation, energy, or other flows within 
the affected network layer. 

However, the interdependency structure of CI networks is dynamic, adjusting to the 
loss of operability in interconnected sectors and regions. Disruptions often extend 
beyond first-order impacts into "second-order disruptions”, affecting sectors that 
depend on the disrupted infrastructure. For example, if a critical railway hub is down, 
not only are the primary rail routes impacted, but also dependent sectors like logistics 
and manufacturing may experience delays in their supply chains, as their flow of goods 
is rerouted or delayed. 

Beyond second-order impacts, "third-order (and higher) disruptions" may emerge, 
where failures cascade across both sectors and geographic boundaries. For instance, a 
delayed cargo supply chain might eventually disrupt manufacturing, which in turn 
affects energy consumption patterns across regions as factories and facilities adjust 
operations. These higher-order disruptions introduce long-term, cross-sectoral 
consequences that complicate recovery, often affecting regions and networks far from 
the initial disruption. 

This methodology has been applied at national and international scales (e.g., Thacker 
et al., 2017; Thompson et al., 2024; Muhlhofer et al., 2024), demonstrating that mapping 
disruptions by orders is essential for capturing the complex dynamics of CI 
interdependencies. Differentiating these orders of disruption clarifies how failure can 
propagate through dependent sectors and timeframes, from immediate impacts to 
effects at three temporal phases - during disruption, post-disruption, and throughout 
the recovery phase. This approach provides critical insights for establishing resilience 
metrics, and would help in pinpointing vulnerable nodes and "lifelines" that uphold the 
pan-European CI network. 
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4. State of data and gaps 
Spatially explicit CI interdependency data are generally scarce due to issues of 

national security and privacy, commercial sensitivity and competitiveness, issues 
surrounding ethical aspects of creating and using such data, data ownership and 
proprietary issues with sharing information (Sun et al, 2022). It is also not realistic to 
create detailed data that map the connectivity and service flows between sets of all CI 
assets over space and time. For the creation of a generalisable CI method and analysis 
at the pan-European scale, the best option is to rely on global and European open 
databases that provide very good quality information on CIs in a standardised form.  

Table 2 provides a list of state-of-the-art and current CI spatial datasets, which have 
been identified as being useful for further interdependent network modelling in MIRACA. 
The selection of these datasets is based on the following criteria:  

1. Do they provide a spatially explicit representation of CI point, polygon and line 
assets? 

2. Can they be used for creating CI network topology that captures connectivity 
within or across CIs? 

3. Do they provide information to create service flows across networks? 
4. Do they provide information on future CI planning?        
It is noted that a detailed review of multi-hazard data, CI asset data, macroeconomic 

data, and adaptation options data has also been compiled in other reports under Tasks 
1.1, 3.1 and 4.1 of the MIRACA project, and the purpose of this review is not to repeat 
those works but to complement them by focussing specifically on useful data that will 
help build a better understanding of CI (inter)dependencies and service usage within 
and across sectors.   
 

 

Table 2: List of sector-specific data sources and their usefulness for CI 
interdependency modelling in MIRACA. 

Sector type Source Usefulness for CI systems 
modelling 
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Electricity flow network PyPSA-Eur (Hörsch et al., 2018), 
ENTSO-E (Hirth et al., 2018) 

Location, connectivity and 
operational data on power 
plants, substations, 
transmission overhead lines to 
infer electricity supply and 
demand.  

Oil and Gas network and 
flows 

SciGRID Gas (Pluta & Lünsdorf, 
2020), ENTSOG Transparency 
platform (Lustenberger et al., 
2019), GIE’s AGSI Transparency 
Platform (Fernández-Blanco 
Carramolino et al, 2022) 

Location and connectivity of 
European gas pipeline network 
between production sites, gas 
terminals, storage, and 
compressors. Data on daily 
storage, supply, flow and 
consumption of gas. 

Future energy network PCI Transparency Platform (Hirth 
et al., 2018), ENTSO-E TYNDP (EC, 
2021), Offshore Energy 
Structures (Martins et al, 
2023)ENTSO-E TYNDPOffshore 
Energy Structures 

Location, operational and 
connectivity information on 
future energy projects and 
assets.   

Road network and flows TEN-T Corridor (CEDR, 2020), 
OpenStreetMap (Koks et al., 
2023), ETISplus (Speth et al, 
2022), Eurostat (Lahti et al., 
2017), UNECE E-Roads Census 
(UNECE, 2010) 

Location and connectivity of 
roads and bridges across 
Europe. Statistics and 
estimates on vehicle numbers, 
freight tons and truck volumes, 
passengers in Europe in 2020, 
with freight estimates 
projected till 2030. 

Railway networks and 
flows  

TEN-T Corridor (CEDR, 2020), 
OpenRailwayMap (Bubeck et al., 
2019), OpenStreetMap (Koks et 
al., 2019c), Eurostat (Lahti et al., 
2017), UNECE E-Rail Census 
(UNECE, 2010) 

Location and connectivity of 
railways stations, junctions, 
bridges, electrification 
(dependence on electricity). 
Statistics and estimates on 
freight train numbers, and 
passenger numbers in Europe 
in 2020. 

Inland and maritime port 
networks and flows 

Global Ports data (Verschuur et 
al., 2022a), Eurostat (Lahti et al., 
2017) 

Location and connectivity 
between inland ports in Europe 
and between maritime ports 

https://zenodo.org/record/7646728#.Y_8alnZBy3B
https://www.entsoe.eu/data/map/
https://www.gas.scigrid.de/downloads.html
https://transparency.entsog.eu/#/map
https://transparency.entsog.eu/#/map
https://agsi.gie.eu/#/
https://agsi.gie.eu/#/
https://ec.europa.eu/energy/infrastructure/transparency_platform/map-viewer/main.html
https://tyndp.entsoe.eu/
https://doi.org/10.17630/338d5ba4-5e09-443f-9c08-013d24050c81
https://doi.org/10.17630/338d5ba4-5e09-443f-9c08-013d24050c81
https://tyndp.entsoe.eu/
https://doi.org/10.17630/338d5ba4-5e09-443f-9c08-013d24050c81
https://doi.org/10.17630/338d5ba4-5e09-443f-9c08-013d24050c81
https://ec.europa.eu/transport/infrastructure/tentec/tentec-portal/map/maps.html
https://www.openstreetmap.org/
https://data.mendeley.com/datasets/py2zkrb65h/1
https://ec.europa.eu/eurostat/web/transport/data/database
https://unece.org/transport/transport-statistics/traffic-census-2020
https://ec.europa.eu/transport/infrastructure/tentec/tentec-portal/map/maps.html
https://www.openrailwaymap.org/
https://www.openstreetmap.org/
https://ec.europa.eu/eurostat/web/transport/data/database
https://unece.org/transport/transport-statistics/e-rail-traffic-census-2020
https://data.mendeley.com/datasets/vzzy3b9gg4/1
https://ec.europa.eu/eurostat/web/transport/data/database
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globally. Statistics of port 
tonnages, and passenger 
numbers with 
commodity/industry level 
breakdowns.   

Airport networks and 
flows 

Air Cargo Transport Network 
(Bombelli et al., 2020), 
OurAirports, Eurostat (Lahti et 
al., 2017) 

Location and connectivity 
between airports in Europe and 
globally. Statistics of air 
freight cargo and passenger 
numbers.   

Multi-modal transport 
flows 

Eurostat (Lahti et al., 2017) Statistics and estimates on 
freight and passenger numbers 
in Europe by modal-split in 
2020. 

Telecom assets OpenCeIIID (Ulm et al., 2015), 
OpenStreetMap Telecoms 
features 

Locations of telecoms masts, 
cell towers, data centres, 
exchanges and cables. 
Topology can be built from it to 
infer connectivity.    

Education assets ESPON school locations (Kompil 
et al., 2022)  

Point locations of primary and 
secondary schools for 2016 
and 2021. Useful for linking to 
electricity, telecom and road 
networks.   

Health assets Global HealthSites (Saameli et 
al., 2018), Eurostat Healthcare 
services.   

Point locations of health sites 
at the global scale and for 
Europe. Useful for linking to 
electricity, telecom and road 
networks.  

Building datasets EUBUCCO (Milojevic-Dupont et 
al., 2023), GHSL-BUILT-H 
(Pesaresi & Politis, 2022) 

Europe-wide polygon vector 
and raster areas (100m) of 
residential and non-residential 
buildings with estimates for 
2020, 2025 and 2030. Useful 
for inferring the type of 
demand (household or 

https://data.4tu.nl/articles/dataset/Air_Cargo_Transport_Network_ACTN_Dataset/12694730
https://ourairports.com/data/
https://ec.europa.eu/eurostat/web/transport/data/database
https://ec.europa.eu/eurostat/web/transport/data/database
https://opencellid.org/
https://wiki.openstreetmap.org/wiki/Telecoms
https://wiki.openstreetmap.org/wiki/Telecoms
https://database.espon.eu/
https://healthsites.io/map
https://ec.europa.eu/eurostat/web/gisco/geodata/reference-data/healthcare-services
https://ec.europa.eu/eurostat/web/gisco/geodata/reference-data/healthcare-services
https://eubucco.com/
https://ghsl.jrc.ec.europa.eu/download.php?ds=builtH


 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
24 

 

businesses) for 
infrastructure services. 

Population datasets GHS-POP (Schiavina et al., 2023) Europe-wide raster areas 
(100m) of population estimates 
for 2020, 2025 and 2030. 
Useful for mapping 
populations to all CI assets. 

Land-use datasets CREODIAS (Malinowski et al, 
2020) 

Europe-wide real-time and 
historic raster areas (10m) of 13 
land use classes. Useful for 
mapping types of economic 
activity to CI assets.  

Economic activity 
datasets 

Eurostat supply-use and trade 
datasets, EU MRIO data (Huang 
& Koutroumpis, 2023) EU MRIO 
data 

Datasets of macroeconomic 
industry/sector level activity 
and trade at the NUTS2 level 
regional classification in 
Europe. Useful for mapping the 
economic value of industry 
specific activity that would be 
dependent on CI networks. 

  
The review of the above datasets demonstrates that there is good quality spatial 

data at CI asset scale along with disaggregated buildings, population, land use, and 
economic activity. Such data provide a good starting point towards creating CI network 
models with service flows. However, there are a number of data limitations that would 
require gap filling. 

Firstly, to the best of our knowledge, there is no database in existence that maps CI 
interdependencies in Europe, across two or more of energy, transport and telecom, 
health, and education assets. The above review has noted that information on the 
electrification of railway lines is available, from which the dependence of railways on 
electricity can be inferred. In Great Britain, detailed data on interdependency mapping 
for the railway network has been created by collecting CI asset data at more granular 
levels such as signalling, heating, SCADA systems (Pant et al, 2016; Ilalokhoin et al., 2023), 
but such detailed information would be difficult to obtain at the pan-European scale. 
Again, for Great Britain, a coarser level of CI interdependency data has been created for 
electricity, telecoms, water, roads and railway networks by inferring the nearest 

https://ghsl.jrc.ec.europa.eu/ghs_pop2023.php
https://browser.creodias.eu/
https://ec.europa.eu/eurostat/data/database
https://ec.europa.eu/eurostat/data/database
https://zenodo.org/record/7765776
https://zenodo.org/record/7765776
https://zenodo.org/record/7765776
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connectivity between CI assets that are in close proximity (Pant et al., 2022). Similar 
principles could be applied to MIRACA. 

Secondly, there are no open pan-European datasets on electricity distribution 
networks available, which is a major data gap. Generally, electricity distribution networks 
are most vulnerable to cascading failures due to the sparse and radial nature of the 
networks (e.g., where one substation might be the only one supplying electricity to a 
whole community) (Thacker et al., 2018). Also, in most cases, other CI networks and 
assets will connect with the electricity network at the distribution level, rather than 
transmission (except for natural gas network). Potential solutions for MIRACA to gap fill 
this data requirement would be to explore methods for creating synthetic electricity 
networks (Thacker et al., 2018) from some samples of non-synthetic distribution 
network data created at the European urban scale (Koirala et al., 2020).  

Thirdly, similar to electricity networks, the data on distribution networks for telecom 
systems are also lacking in addition to the limited information on connectivity between 
assets in the existing data that has been identified through this review. Analysis from 
Great Britain has shown that telecom networks are designed in a multi-layered core 
structure where, at the innermost layer, all assets are connected to each other, and at 
the outermost layer, the network structure is radial (Pant et al., 2022). Similar principles 
could be applied to MIRACA. 

Fourthly, while the review has identified existing electricity and transport datasets 
and models with network flows, there is a need to develop standardised output metrics 
for these or the telecom networks. For example, there are no datasets that inform us 
about the spatial connectivity of health centres, education buildings, population and 
businesses to the electricity, telecom and transport networks. The development of 
these datasets is needed in MIRACA, which this review has identified as a necessary next 
step.         
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5.   Conclusions and future opportunities 
This review, for the MIRACA project WP2 Task 2.1, has focussed on CI 

interdependencies in the context of energy, transport, telecom networks and health 
and education sites. It has demonstrated that the case for considering CI 
interdependencies in vulnerability and risk modelling is a very strong one, supported by 
real-world instances of large-scale cascading failure events. Due to interdependencies, 
instances of localised CI failures can propagate beyond an individual CI system and 
create socio-economic impacts at multi-country scales. There is a strong policy focus 
at the pan-European level on incorporating interdependencies in CI climate risk 
assessments and moving away from the siloed nature of CI resilience planning. The latest 
Critical Entities Resilience Directive (CER) of the European Union reinforces this notion. 
Hence, a key takeaway from this review is that it is very relevant for the MIRACA project 
to focus on CI interdependency modelling for wider socio-economic impact analysis.    

Taking a system-of-systems approach that considers interconnectivity between 
different CIs modelling approaches was found to be the most pragmatic approach to 
follow, a view supported by a large body of current research covered in this review. 
Towards creating the CI system-of-systems models the most relevant typologies and 
definitions of the CI interdependencies proposed in the literature were next identified. 
It was concluded that a coherent system-of-systems approach would involve capturing 
and modelling geographic, functional (combination of physical and cyber), social, 
market and economic, budgetary and policy, as well as culture and norm 
interdependencies. The different classes of interdependency modelling approaches 
adopted over the years were reviewed, which included networks science-based models, 
expert scenario-based methods, empirical evidence-based and historical data-driven 
methods, macroeconomic IO and its inoperability-IO models, macroeconomic CGE-based 
methods, aggregated systems dynamics-based models of stocks and flows, agent-
based models, Bayesian network-based approaches, and population mobility models. 
Based on the data requirements, computational complexity, and scalability of each of 
these modelling approaches, it was concluded that no single approach was sufficient 
by itself in capturing CI interdependencies across multiple spatial and temporal scales. 
However, the most relevant system-of-systems approach for modelling CI cascading 
failure propagation in MIRACA to follow was identified to be the one that combined 
network science-based models with the other types of models including population 
mobility models and macroeconomic IO models. 
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The development of any system-of-systems model would be heavily dependent 
upon the quality of spatial datasets. From a review and compilation of the current state-
of-the-art datasets it was concluded that there is good quality spatial open-source 
data suitable for pan-European CI networks mapping and flow modelling. However, 
several gaps with existing data were identified including: (1) lack of any datasets on 
(inter)dependency linkages between two or more CIs; (2) no open-source data on pan-
European electricity distribution networks that could potentially lead to an 
underrepresentation of network interdependency and cascading failure estimations; (3) 
limited information on telecom asset connectivity and no data for mapping telecoms 
distribution networks as well; and (4) no data or models on consistent measures of 
network usage across CIs, which would help in the intercomparison of vulnerability and 
risk outcomes across different CIs.  

All the above data and model gaps provide opportunities for the MIRACA project’s 
next steps towards developing a system-of-systems framework for interdependent CI 
vulnerability and risk assessments. The review has identified some of the ways data gaps 
in creating networks and (inter)dependencies could be filled based on existing research. 
Also, the opportunity for combining spatial datasets on CI assets, networks, population, 
buildings, and macroeconomic activity for creating consistent socio-economic service 
usage measures across all CIs is quite clear.  

It is also quite important to integrate the detailed spatial data analysis techniques 
with user groups who are interested in risk governance (Van Asselt et al., 2015). A review 
comparing CI research using data-driven geospatial analysis methods with CI research 
using risk governance perspectives, highlighted the opportunity to build synergies 
between two approaches by combining rich data analysis and visualisations to inform 
risk communication for decision-making (Arvidsson et al., 2021). This is an opportunity 
for MIRACA which will be explored through stakeholder engagements involving the five 
Use Cases (UC) proposed in the project. These UCs span a wide range of geographies 
exploring climate hazard risk impacts on: (1) the Trans-European Transport Network 
(TEN-T) Corridor; (2) services dependent upon electricity and transport networks in 
Spain’s Catalonia region; (3) services dependent upon electricity and telecom networks 
in The Netherlands; (4) health and education services in Greece; and (5) power and gas 
networks in Slovenia. Understanding how infrastructure planners, operators, and users 
evaluate CI interdependencies in these UCs will provide MIRACA with opportunities to 
obtain data and generate policy-relevant outcomes. 
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A final key opportunity for MIRACA is to explore and make the case for exploring new 
CI interdependencies as being viable options for strengthening systemic resilience. The 
general policy and research community have only focussed on CI interdependencies 
with the lens of risks (Ouyang et al., 2014; Sun et al., 2022) and following that up with 
making the case for prioritising existing interdependencies to improve CI resilience (Lee 
II et al., 2007; Almoghathawi et al., 2021; Der Sarkissian et al., 2022; Ilalokhoin et al., 2023). 
However, these perspectives ignore the possibility of exploring options for 
strengthening CI coupling in a proactive way towards improving the redundancies and 
robustness across CI networks, which could reduce failure cascades by providing 
backups and alternative routes (Carhart & Rosenberg, 2016; Grafius et al., 2020). Studies 
that have experimented with scenarios of increasing CI coupling between electricity and 
telecom networks in Great Britain (Pant et al., 2022) and Poland (Korkali et al., 2017) have 
demonstrated that the network failure cascades get reduced significantly due to 
improved coupling done strategically. It is a worthwhile exercise to discuss such 
possibilities with MIRACA stakeholders and incorporate them in the adaptation planning 
within the UCs.  

In conclusion, from this review, there are a significant number of existing 
methodological and data advances that have been identified for CI interdependency 
modelling. Several new methodological and data opportunities have also been identified 
for further developments of system-of-systems models in MIRACA. The review has 
provided useful insights to further explore in MIRACA towards making the risk and 
resilience outcomes more relevant to decision-makers and providing new opportunities 
for CI planning in Europe. 
  



 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
29 

 

References 
Almoghathawi, Y., González, A. D., & Barker, K. (2021). Exploring recovery strategies for 

optimal interdependent infrastructure network resilience. Networks and Spatial 
Economics, 21, 229-260. https://doi.org/10.1007/s11067-020-09515-4 

Arvidsson, B., Johansson, J., & Guldåker, N. (2021). Critical infrastructure, geographical 
information science and risk governance: A systematic cross-field 
review. Reliability Engineering & System Safety, 213, 107741. 
https://doi.org/10.1016/j.ress.2021.107741 

Barabási, A. L. (2009). Scale-free networks: a decade and beyond. science, 325(5939), 
412-413. https://doi.org/10.1126/science.1173299 

Barbosa, H., Barthelemy, M., Ghoshal, G., James, C. R., Lenormand, M., Louail, T., ... & 
Tomasini, M. (2018). Human mobility: Models and applications. Physics Reports, 
734, 1-74. https://doi.org/10.1016/j.physrep.2018.01.001 

Barker, K., Lambert, J. H., Zobel, C. W., Tapia, A. H., Ramirez-Marquez, J. E., Albert, L., ... & 
Caragea, C. (2017). Defining resilience analytics for interdependent cyber-
physical-social networks. Sustainable and Resilient Infrastructure, 2(2), 59-67. 
https://doi.org/10.1080/23789689.2017.1294859 

Barthélemy, M. (2011). Spatial networks. Physics reports, 499(1-3), 1-101. 
https://doi.org/10.1016/j.physrep.2010.11.002 

BEIS. (2022). Energy Emergencies Executive Committee Storm Arwen Review - Final 
Report. Department for Business Energy & Industrial Strategy, UK. 
https://assets.publishing.service.gov.uk/government/uploads/system/uploads/a
ttachment_data/file/1081116/storm-arwen-review-final-report.pdf 

Bloomfield, R., Chozos, N., & Nobles, P. (2009). Infrastructure interdependency analysis: 
Requirements, capabilities and strategy. Adelard document reference: 
d418/12101/3, (1). 
https://www.adelard.com/media/yd5kmmxe/d418v13_public.pdf 

Bombelli, A., Santos, B. F., & Tavasszy, L. (2020). Analysis of the air cargo transport 
network using a complex network theory perspective. Transportation Research 
Part E: Logistics and Transportation Review, 138, 101959. 
https://doi.org/10.1016/j.tre.2020.101959 

Bubeck, P., Dillenardt, L., Alfieri, L., Feyen, L., Thieken, A. H., & Kellermann, P. (2019). Global 
warming to increase flood risk on European railways. Climatic Change, 155, 19-36. 
https://doi.org/10.1007/s10584-019-02434-5 

Carhart, N., & Rosenberg, G. (2016). A framework for characterising infrastructure 
interdependencies. International Journal of Complexity in Applied Science and 
Technology, 1(1), 35-60. https://doi.org/10.1504/IJCAST.2016.081294 

CEDR. (2020). Trans-European Road Network, TEN-T (Roads): 2019 Performance Report. 
Conference of European Directors of Roads (CEDR), Brussels, Belgium, ISBN: 979-



 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
30 

 

10-93321-54-7. https://www.cedr.eu/download/Publications/2020/CEDR-
Technical-Report-2020-01-TEN-T-2019-Performance-Report.pdf 

CISA. (2019). A Guide to Critical Infrastructure Security and Resilience. US Department of 
Homeland Security & US Department of State. 
https://www.cisa.gov/sites/default/files/publications/Guide-Critical-
Infrastructure-Security-Resilience-110819-508v2.pdf  

Chouinard, P., & Hales, D. (2020). The National Critical Infrastructure Interdependency 
Model—Volume I - Characterizing the Safety Sector. Defence Research and 
Development Canada. https://cradpdf.drdc-
rddc.gc.ca/PDFS/unc343/p811727_A1b.pdf 

Der Sarkissian, R., Cariolet, J. M., Diab, Y., & Vuillet, M. (2022). Investigating the importance 
of critical infrastructures' interdependencies during recovery; lessons from 
Hurricane Irma in Saint-Martin's island. International Journal of Disaster Risk 
Reduction, 67, 102675. https://doi.org/10.1016/j.ijdrr.2021.102675 

Dewar, J. A., & Wachs, M. (n.d.). Transportation Planning, Climate Change, and 
Decisionmaking Under Uncertainty. 

Dorokhin, S., Artemov, A., Likhachev, D., Novikov, A., & Starkov, E. (2020). Traffic simulation: 
an analytical review. IOP Conf. https://doi.org/10.1088/1757-899X/918/1/012058 

Dueñas‐Osorio, L., Craig, J. I., & Goodno, B. J. (2007). Seismic response of critical 
interdependent networks. Earthquake engineering & structural dynamics, 36(2), 
285-306. https://doi.org/10.1002/eqe.626 

Dudenhoeffer, D. D., Permann, M. R., & Manic, M. (2006, December). CIMS: A framework for 
infrastructure interdependency modeling and analysis. In Proceedings of the 
2006 winter simulation conference (pp. 478-485). IEEE. 10.1109/WSC.2006.323119 

Dunn, S., & Wilkinson, S. M. (2013). Identifying critical components in infrastructure 
networks using network topology. Journal of Infrastructure Systems, 19(2), 157-
165. https://doi.org/10.1061/(ASCE)IS.1943-555X.0000120 

EA. (2021). Long-Term Investment scenarios (LTIS) 2019. Environment Agency, UK. 
https://www.gov.uk/government/publications/flood-and-coastal-risk-
management-in-england-long-term-investment/long-term-investment-
scenarios-ltis-2019  

EC. (2021). TYNDP 2020 JOINT SCENARIOS METHODOLOGY - A CSEI ASSESSMENT. European 
Commission, Brussels, Belgium, ISBN 978-92-76-40107-0. doi: 10.2833/872954 

Elalouf, A., Adany, R., & Ceder, A. (Avi). (2012). Flow Expansion on Transportation Networks 
with Budget Constraints. Procedia - Social and Behavioral Sciences, 54, 1168–1175. 
https://doi.org/10.1016/J.SBSPRO.2012.09.831 

EU. (2006). Communication from the Commission on a European Programme for Critical 
Infrastructure Protection. https://eur-lex.europa.eu/legal-
content/EN/TXT/?uri=CELEX:52006DC0786 

EU. (2008). Council Directive 2008/114/EC of 8 December 2008 on the identification and 
designation of European critical infrastructures and the assessment of the need 



 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
31 

 

to improve their protection. OJ L 345, 23.12.2008, p. 75–82. 
http://data.europa.eu/eli/dir/2008/114/oj 

EU. (2022). DIRECTIVE (EU) 2022/2557 OF THE EUROPEAN PARLIAMENT AND OF THE COUNCIL 
of 14 December 2022 on the resilience of critical entities and repealing Council 
Directive 2008/114/EC. OJ L 333, 27.12.2022, p. 164–198. 
http://data.europa.eu/eli/dir/2022/2557/oj 

Eusgeld, I., & Nan, C. (2009). Creating a simulation environment for critical infrastructure 
interdependencies study. In 2009 IEEE International Conference on Industrial 
Engineering and Engineering Management (pp. 2104-2108). IEEE. 
10.1109/IEEM.2009.5373155 

Eusgeld, I., Nan, C., & Dietz, S. (2011). “System-of-systems” approach for interdependent 
critical infrastructures. Reliability Engineering & System Safety, 96(6), 679-686. 
https://doi.org/10.1016/j.ress.2010.12.010 

FCERM. (2021). Counting the cost of flooding - Improving evidence to inform funding and 
spending. Flood and Coastal Erosion Risk Management Research and 
Development Programme, UK. https://www.gov.uk/government/news/counting-
the-costs-of-
flooding#:~:text=The%20cost%20of%20flooding%20to,2.1%20billion%20without
%20flood%20defences. 

Fernández-Blanco Carramolino, R., Giaccaria, S., Costescu, A., & Bolado-Lavín, R. (2022). 
Impact of storage obligations on the EU gas market: An analysis with METIS, EUR 
30994 EN, Publications Office of the European Union, Luxembourg, 2022, ISBN 
978-92-76-47665-8, doi:10.2760/088735, JRC128147.  

Ferrari, C., & Santagata, M. (2023). Vulnerability and robustness of interdependent 
transport networks in north-western Italy. European Transport Research Review, 
15(1), 1-21. https://doi.org/10.1186/s12544-023-00580-7 

Forzieri, G., Bianchi, A., e Silva, F. B., Herrera, M. A. M., Leblois, A., Lavalle, C., ... & Feyen, L. 
(2018). Escalating impacts of climate extremes on critical infrastructures in 
Europe. Global environmental change, 48, 97-107. 
https://doi.org/10.1016/j.gloenvcha.2017.11.007 

Freitas, S., Yang, D., Kumar, S., Tong, H., & Chau, D. H. (2022). Graph vulnerability and 
robustness: A survey. IEEE Transactions on Knowledge and Data Engineering, 
35(6), 5915-5934. 10.1109/TKDE.2022.3163672 

Ganguly, P., & Mukherjee, S. (2023). A simulation‐based generalized framework to model 
vulnerability of interdependent critical infrastructure systems under incomplete 
information. Computer‐Aided Civil and Infrastructure Engineering.  
https://doi.org/10.1111/mice.12999 

Galbusera, L., Trucco, P., & Giannopoulos, G. (2020). Modeling interdependencies in multi-
sectoral critical infrastructure systems: Evolving the DMCI approach. Reliability 
Engineering & System Safety, 203, 107072. 
https://doi.org/10.1016/j.ress.2020.107072 



 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
32 

 

Goldbeck, N., Angeloudis, P., & Ochieng, W. Y. (2019). Resilience assessment for 
interdependent urban infrastructure systems using dynamic network flow 
models. Reliability Engineering & System Safety, 188, 62-79. 
https://doi.org/10.1016/j.ress.2019.03.007 

Gora, P., Katrakazas, C., Drabicki, A., Islam, F., & Ostaszewski, P. (2020). Microscopic traffic 
simulation models for connected and automated vehicles (CAVs)-state-of-the-
art. Procedia Computer Science, 170, 474–481. 
https://doi.org/10.1016/j.procs.2020.03.091 

Grafius, D. R., Varga, L., & Jude, S. (2020). Infrastructure interdependencies: 
Opportunities from complexity. Journal of Infrastructure Systems, 26(4), 
04020036. https://doi.org/10.1061/(ASCE)IS.1943-555X.0000575 

Guldmann, J.-M. (n.d.). SPATIAL ANALYSIS OF TELECOMMUNICATION FLOWS: LITERATURE 
REVIEW AND CONCEPTUAL FRAMEWORK. Retrieved September 25, 2023, from 
https://www.researchgate.net/publication/228552419 

Guo, H., Zheng, C., Iu, H. H. C., & Fernando, T. (2017). A critical review of cascading failure 
analysis and modeling of power system. Renewable and Sustainable Energy 
Reviews, 80, 9-22. https://doi.org/10.1016/j.rser.2017.05.206 

Hall, J. W., Thacker, S., Ives, M. C., Cao, Y., Chaudry, M., Blainey, S. P., & Oughton, E. J. 
(2016a). Strategic analysis of the future of national infrastructure. In Proceedings 
of the Institution of Civil Engineers-Civil Engineering (Vol. 170, No. 1, pp. 39-47). 
https://doi.org/10.1680/jcien.16.00018 

Hall, J. W., Tran, M., Hickford, A. J., & Nicholls, R. J. (Eds.). (2016b). The future of national 
infrastructure: A system-of-systems approach. Cambridge University Press.  

Henckel, T., & McKibbin, W. J. (2017). The economics of infrastructure in a globalized 
world: Issues, lessons and future challenges. Journal of Infrastructure, Policy and 
Development, 1(2), 254-272. doi: 10.24294/jipd.v1i2.55 

Hernandez-Fajardo, I., & Dueñas-Osorio, L. (2013). Probabilistic study of cascading 
failures in complex interdependent lifeline systems. Reliability Engineering & 
System Safety, 111, 260-272. https://doi.org/10.1016/j.ress.2012.10.012 

Hickford, A. J., Blainey, S. P., Ortega Hortelano, A., & Pant, R. (2018). Resilience engineering: 
theory and practice in interdependent infrastructure systems. Environment 
Systems and Decisions, 38(3), 278-291. https://doi.org/10.1007/s10669-018-9707-
4 

Hines, P., Cotilla-Sanchez, E., & Blumsack, S. (2010). Do topological models provide good 
information about electricity infrastructure vulnerability? Chaos: An 
Interdisciplinary Journal of Nonlinear Science, 20(3). 
https://doi.org/10.1063/1.3489887 

Hirth, L., Mühlenpfordt, J., & Bulkeley, M. (2018). The ENTSO-E Transparency Platform–A 
review of Europe’s most ambitious electricity data platform. Applied energy, 225, 
1054-1067. https://doi.org/10.1016/j.apenergy.2018.04.048 



 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
33 

 

HM Government. (2022). UK Climate Change Risks Assessment 2022. Department for 
Environment, Food and Rural Affairs, ISBN 978-1-5286-3136-5. 
https://www.gov.uk/government/publications/uk-climate-change-risk-
assessment-2022 

Hörsch, J., Hofmann, F., Schlachtberger, D., & Brown, T. (2018). PyPSA-Eur: An open 
optimisation model of the European transmission system. Energy strategy 
reviews, 22, 207-215. https://doi.org/10.1016/j.esr.2018.08.012 

Hu, X., Hall, J., & Thacker, S. (2014). Too big to fail? The spatial vulnerability of the Chinese 
infrastructure system to flooding risks. In Vulnerability, Uncertainty, and Risk: 
Quantification, Mitigation, and Management (pp. 704-714). 
https://doi.org/10.1061/9780784413609.072 

Huang, S., & Koutroumpis, P. (2023). European multi regional input output data for 2008–
2018. Scientific data, 10(1), 218. https://doi.org/10.1038/s41597-023-02117-y 

Ilalokhoin, O., Pant, R., & Hall, J. W. (2023). A model and methodology for resilience 
assessment of interdependent rail networks–Case study of Great Britain's rail 
network. Reliability Engineering & System Safety, 229, 108895. 
https://doi.org/10.1016/j.ress.2022.108895 

Johansen, C., & Tien, I. (2018). Probabilistic multi-scale modeling of interdependencies 
between critical infrastructure systems for resilience. Sustainable and Resilient 
Infrastructure, 3(1), 1-15. https://doi.org/10.1080/23789689.2017.1345253 

Johansson, J., & Hassel, H. (2010). An approach for modelling interdependent 
infrastructures in the context of vulnerability analysis. Reliability Engineering & 
System Safety, 95(12), 1335-1344. https://doi.org/10.1016/j.ress.2010.06.010 

Johansson, J., Hassel, H., & Cedergren, A. (2011). Vulnerability analysis of interdependent 
critical infrastructures: case study of the Swedish railway system. International 
journal of critical infrastructures, 7(4), 289-316. 
https://doi.org/10.1504/IJCIS.2011.045065 

Karsten, C. V., Pisinger, D., Ropke, S., & Brouer, B. D. (2015). The time constrained multi-
commodity network flow problem and its application to liner shipping network 
design. Transportation Research Part E: Logistics and Transportation Review, 76, 
122–138. https://doi.org/10.1016/j.tre.2015.01.005 

Kesete, Y. Y., Raffo, V., Pant, R., Koks, E. E., Paltan, H., Russell, T., & Hall, J. W. (2021). Climate 
Change Risk Analysis of Argentina’s Land Transport Network. World Bank, 
Washington DC, US. http://hdl.handle.net/10986/36504 

Khan, Z. H., & Gulliver, T. A. (2018). A macroscopic traffic model for traffic flow 
harmonization. European Transport Research Review, 10(2), 1–12. 
https://doi.org/10.1186/S12544-018-0291-Y/FIGURES/11 

Koks, E., Pant, R., Thacker, S., & Hall, J. W. (2019a). Understanding business disruption and 
economic losses due to electricity failures and flooding. International Journal of 
Disaster Risk Science, 10, 421-438. https://doi.org/10.1007/s13753-019-00236-y 



 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
34 

 

Koks, E., Pant, R., Husby, T., Többen, J., & Oosterhaven, J. (2019b). Multiregional disaster 
impact models: Recent advances and comparison of outcomes. Advances in 
spatial and economic modeling of disaster impacts, 191-218. 
https://link.springer.com/chapter/10.1007/978-3-030-16237-5_8 

Koks, E. E., Rozenberg, J., Zorn, C., Tariverdi, M., Vousdoukas, M., Fraser, S. A., ... & 
Hallegatte, S. (2019c). A global multi-hazard risk analysis of road and railway 
infrastructure assets. Nature communications, 10(1), 2677. 
https://doi.org/10.1038/s41467-019-10442-3  

Koks, E., Van Ginkel, K., Van Marle, M., & Lemnitzer, A. (2021). Brief communication: Critical 
infrastructure impacts of the 2021 mid-July western European flood 
event. Natural Hazards and Earth System Sciences Discussions, 2021, 1-11. 
https://doi.org/10.5194/nhess-2021-394  

Koks, E., Rozenberg, J., Tariverdi, M., Dickens, B., Fox, C., van Ginkel, K., & Hallegatte, S. 
(2023). A global assessment of national road network vulnerability. Environmental 
Research: Infrastructure and Sustainability, 3(2), 025008. DOI 10.1088/2634-
4505/acd1aa 

Koirala, A., Suárez-Ramón, L., Mohamed, B., & Arboleya, P. (2020). Non-synthetic European 
low voltage test system. International Journal of Electrical Power & Energy 
Systems, 118, 105712. https://doi.org/10.1016/j.ijepes.2019.105712 

Kompil, M., Jacobs, C., Perpiña Castillo, C., & Lavalle, C. (2022). Accessibility to services in 
Europe’s Member States–an evaluation by degree of urbanisation and 
remoteness (No. JRC124457). Joint Research Centre (Seville site). 
https://econpapers.repec.org/paper/iptiptwpa/jrc124457.htm 

Korkali, M., Veneman, J. G., Tivnan, B. F., Bagrow, J. P., & Hines, P. D. (2017). Reducing 
cascading failure risk by increasing infrastructure network interdependence. 
Scientific reports, 7(1), 44499. https://doi.org/10.1038/srep44499 

Lahti, L., Huovari, J., Kainu, M., & Biecek, P. (2017). Retrieval and Analysis of Eurostat Open 
Data with the eurostat Package. R J., 9(1), 385. 
https://pdfs.semanticscholar.org/8472/6fef650b500f5928993bd6a0b23954294
74e.pdf 

Laugé, A., Hernantes, J., & Sarriegi, J. M. (2015). Critical infrastructure dependencies: A 
holistic, dynamic and quantitative approach. International Journal of Critical 
Infrastructure Protection, 8, 16-23. https://doi.org/10.1016/j.ijcip.2014.12.004 

Lee II, E. E., Mitchell, J. E., & Wallace, W. A. (2007). Restoration of services in 
interdependent infrastructure systems: A network flows approach. IEEE 
Transactions on Systems, Man, and Cybernetics, Part C (Applications and 
Reviews), 37(6), 1303-1317. 10.1109/TSMCC.2007.905859 

Lewis, L. P., & Petit, F. (2019). Critical infrastructure interdependency analysis: 
operationalising resilience strategies. Contributing Paper to the Global 
Assessment Report on Disaster Risk Reduction (GAR 2019), 33pp. 



 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
35 

 

https://www.preventionweb.net/files/66506_f415finallewisandpetitcriticalinfra.
pdf 

Luiijf, E., Nieuwenhuijs, A., Klaver, M., van Eeten, M., & Cruz, E. (2008). Empirical findings on 
critical infrastructure dependencies in Europe. In International Workshop on 
Critical Information Infrastructures Security (pp. 302-310). Berlin, Heidelberg: 
Springer Berlin Heidelberg. https://link.springer.com/chapter/10.1007/978-3-642-
03552-4_28 

Lustenberger, P., Schumacher, F., Spada, M., Burgherr, P., & Stojadinovic, B. (2019). 
Assessing the performance of the European natural gas network for selected 
supply disruption scenarios using open-source information. Energies, 12(24), 
4685. https://doi.org/10.3390/en12244685 

Malinowski, R., Lewiński, S., Rybicki, M., Gromny, E., Jenerowicz, M., Krupiński, M., 
Nowakowski, A., Wojtkowski, C., Krupiński, M., Krätzschmar, E., & Schauer, P. (2020). 
Automated Production of a Land Cover/Use Map of Europe Based on Sentinel-2 
Imagery. Remote Sensing, 12(21), 3523. doi:10.3390/rs12213523 

Martins, M. C. I., Carter, M. I., Rouse, S., & Russell, D. J. (2023). Offshore energy structures 
in the North Sea: Past, present and future. Marine Policy, 152, 105629. 
https://doi.org/10.1016/j.marpol.2023.105629 

Masucci, A. P., Serras, J., Johansson, A., & Batty, M. (2013). Gravity versus radiation 
models: On the importance of scale and heterogeneity in commuting flows. 
Physical Review E - Statistical, Nonlinear, and Soft Matter Physics, 88(2), 022812. 
https://doi.org/10.1103/PHYSREVE.88.022812/FIGURES/6/MEDIUM 

Met Office. (2022). Storms Dudley, Eunice and Franklin, February 2022. UK Met Office. 
https://www.metoffice.gov.uk/binaries/content/assets/metofficegovuk/pdf/we
ather/learn-about/uk-past-
events/interesting/2022/2022_01_storms_dudley_eunice_franklin_r1.pdf 

Mikellidou, C. V., Shakou, L. M., Boustras, G., & Dimopoulos, C. (2018). Energy critical 
infrastructures at risk from climate change: A state of the art review. Safety 
Science, 110, 110-120. https://doi.org/10.1016/j.ssci.2017.12.022 

Milojevic-Dupont, N., Wagner, F., Nachtigall, F., Hu, J., Brüser, G. B., Zumwald, M., ... & 
Creutzig, F. (2023). EUBUCCO v0. 1: European building stock characteristics in a 
common and open database for 200+ million individual buildings. Scientific 
Data, 10(1), 147. https://doi.org/10.1038/s41597-023-02040-2 

Min, H. S. J., Beyeler, W., Brown, T., Son, Y. J., & Jones, A. T. (2007). Toward modeling and 
simulation of critical national infrastructure interdependencies. Iie Transactions, 
39(1), 57-71. https://doi.org/10.1080/07408170600940005 

Mottahedi, A., Sereshki, F., Ataei, M., Qarahasanlou, A. N., & Barabadi, A. (2021). Resilience 
estimation of critical infrastructure systems: Application of expert judgment. 
Reliability Engineering & System Safety, 215, 107849. 
https://doi.org/10.1016/j.ress.2021.107849 



 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
36 

 

Murray, A. T., Matisziw, T. C., & Grubesic, T. H. (2008). A methodological overview of 
network vulnerability analysis. Growth and Change, 39(4), 573-592. 
https://doi.org/10.1111/j.1468-2257.2008.00447.x 

Mühlhofer, E., Bresch, D. N., & Koks, E. E. (2024). Infrastructure failure cascades quintuple 
risk of storm and flood-induced service disruptions across the globe. One Earth, 
7(4), 714–729. https://doi.org/10.1016/j.oneear.2024.03.010 

NIC. (2020). Anticipate, React, Recover – Resilient Infrastructure Systems. National 
Infrastructure Commission, UK. https://nic.org.uk/app/uploads/Anticipate-React-
Recover-28-May-2020.pdf 

OECD (2019). Good Governance for Critical Infrastructure Resilience, OECD Reviews of Risk 
Management Policies, OECD Publishing, Paris. https://doi.org/10.1787/02f0e5a0-
en 

Oh, J. E., Espinet Alegre, X., Pant, R., Koks, E. E., Russell, T., Schoenmakers, R., & Hall, J. W. 
(2019). Addressing climate change in transport: Volume 2: Pathway to Resilient 
Transport. Vietnam Transport Knowledge Series. World Bank, Hanoi, Vietnam. 
http://hdl.handle.net/10986/32412 

Oughton, E. J., Ralph, D., Pant, R., Leverett, E., Copic, J., Thacker, S., ... & Hall, J. W. (2019). 
Stochastic counterfactual risk analysis for the vulnerability assessment of cyber‐
physical attacks on electricity distribution infrastructure networks. Risk 
Analysis, 39(9), 2012-2031. https://doi.org/10.1111/risa.13291 

Ouyang, M. (2014). Review on modeling and simulation of interdependent critical 
infrastructure systems. Reliability engineering & System safety, 121, 43-60. 
https://doi.org/10.1016/j.ress.2013.06.040 

Ottomanelli, M., & Wong, C. K. (2011). Modelling uncertainty in traffic and transportation 
systems. Transportmetrica, 7(1), 1–3. 
https://doi.org/10.1080/18128600903244636 

Pant, R., Hall, J. W., & Blainey, S. P. (2016). Vulnerability assessment framework for 
interdependent critical infrastructures: case-study for Great Britain’s rail 
network. European Journal of Transport and Infrastructure Research, 16(1). 
https://doi.org/10.18757/ejtir.2016.16.1.3120  

Pant, R., Russell, T., Zorn C., Oughton, E., and Hall, J.W. (2020). Resilience study research 
for NIC – Systems analysis of interdependent network vulnerabilities. 
Environmental Change Institute, Oxford University, UK. 
https://nic.org.uk/app/uploads/Infrastructure-network-analysis.pdf 

Pant, R., Hall, J. W., Koks, E. E., Paltan, H., Hu, X., Zorn, C., & Russell, T. (2022). From Local to 
Global Scales-Quantifying Climate Risks and Adaptation Opportunities for 
Networked Infrastructure Systems. https://www.undrr.org/quick/71687 

Papachristos, G. (2019). System dynamics modelling and simulation for sociotechnical 
transitions research. Environmental Innovation and Societal Transitions, 31, 248-
261. https://doi.org/10.1016/j.eist.2018.10.001 

https://doi.org/10.1111/j.1468-2257.2008.00447.x


 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
37 

 

Pederson, P., Dudenhoeffer, D., Hartley, S., & Permann, M. (2006). Critical infrastructure 
interdependency modeling: a survey of US and international research. Idaho 
National Laboratory, 25, 27. 
https://inldigitallibrary.inl.gov/sites/sti/sti/3489532.pdf 

Pesaresi M., & Politis P. (2022). GHS-BUILT-H R2022A - GHS building height, derived from 
AW3D30, SRTM30, and Sentinel2 composite (2018). European Commission, Joint 
Research Centre (JRC).  10.2905/CE7C0310-9D5E-4AEB-B99E-4755F6062557   

Piovani, D., Arcaute, E., Uchoa, G., Wilson, A., & Batty, M. (2018). Measuring accessibility 
using gravity and radiation models. Royal Society Open Science, 5(9). 
https://doi.org/10.1098/RSOS.171668 

Pluta, A., & Lünsdorf, O. (2020). esy-osmfilter–a python library to efficiently extract 
openstreetmap data. Journal of Open Research Software, 8(1). 
https://doi.org/10.5334/jors.317 

Poljanšek, K., Bono, F., & Gutiérrez, E. (2012). Seismic risk assessment of interdependent 
critical infrastructure systems: The case of European gas and electricity 
networks. Earthquake Engineering & Structural Dynamics, 41(1), 61-79. 
https://doi.org/10.1002/eqe.1118 

Rehak, D., Senovsky, P., Hromada, M., Lovecek, T., & Novotny, P. (2018). Cascading impact 
assessment in a critical infrastructure system. International Journal of Critical 
Infrastructure Protection, 22, 125-138. https://doi.org/10.1016/j.ijcip.2018.06.004 

Rinaldi, S. M., Peerenboom, J. P., & Kelly, T. K. (2001). Identifying, understanding, and 
analyzing critical infrastructure interdependencies. IEEE control systems 
magazine, 21(6), 11-25. 10.1109/37.969131 

Rose, A. (2019). Incorporating cyber resilience into computable general equilibrium 
models. Advances in Spatial and Economic Modeling of Disaster Impacts, 99-120. 
https://link.springer.com/chapter/10.1007/978-3-030-16237-5_5 

Saameli, R., Kalubi, D., Herringer, M., Sutton, T., & de Roodenbeke, E. (2018). Healthsites. io: 
The Global Healthsites Mapping Project. In Technologies for Development: From 
Innovation to Social Impact (pp. 53-59). Springer International Publishing. 
https://library.oapen.org/bitstream/handle/20.500.12657/27706/1002300.pdf;se
quence=1#page=70 

Saidi, S., Kattan, L., Jayasinghe, P., Hettiaratchi, P., & Taron, J. (2018). Integrated 
infrastructure systems—A review. Sustainable Cities and Society, 36, 1-11. 
https://doi.org/10.1016/j.scs.2017.09.022 

Schiavina M., Freire S., Carioli A., & MacManus K. (2023). GHS-POP R2023A - GHS population 
grid multitemporal (1975-2030). European Commission, Joint Research Centre 
(JRC). 10.2905/2FF68A52-5B5B-4A22-8F40-C41DA8332CFE 

Seger, M., & Kisgyörgy, L. (2018). Predicting and Visualizing the Uncertainty Propagations 
in Traffic Assignments Model Using Monte Carlo Simulation Method. 
https://doi.org/10.1155/2018/9825327 



 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
38 

 

Seppänen, H., Luokkala, P., Zhang, Z., Torkki, P., & Virrantaus, K. (2018). Critical 
infrastructure vulnerability—A method for identifying the infrastructure service 
failure interdependencies. International Journal of Critical Infrastructure 
Protection, 22, 25-38. https://doi.org/10.1016/j.ijcip.2018.05.002 

Sonesson, T. R., Johansson, J., & Cedergren, A. (2021). Governance and 
interdependencies of critical infrastructures: Exploring mechanisms for cross-
sector resilience. Safety science, 142, 105383. 
https://doi.org/10.1016/j.ssci.2021.105383 

Speth, D., Sauter, V., Plötz, P., & Signer, T. (2022). Synthetic European road freight 
transport flow data. Data in brief, 40, 107786. 
https://doi.org/10.1016/j.dib.2021.107786 

Sun, W., Bocchini, P., & Davison, B. D. (2022). Overview of interdependency models of 
critical infrastructure for resilience assessment. Natural Hazards Review, 23(1), 
04021058. https://doi.org/10.1061/(ASCE)NH.1527-6996.0000535 

Thacker, S., Barr, S., Pant, R., Hall, J. W., & Alderson, D. (2017a). Geographic hotspots of 
critical national infrastructure. Risk Analysis, 37(12), 2490-2505. 
https://doi.org/10.1111/risa.12840 

Thacker, S., Pant, R., & Hall, J. W. (2017b). System-of-systems formulation and disruption 
analysis for multi-scale critical national infrastructures. Reliability Engineering & 
System Safety, 167, 30-41. https://doi.org/10.1016/j.ress.2017.04.023 

Thacker, S., Hall, J. W., & Pant, R. (2018). Preserving key topological and structural 
features in the synthesis of multilevel electricity networks for modeling of 
resilience and risk. Journal of Infrastructure Systems, 24(1), 04017043. 
https://doi.org/10.1061/(ASCE)IS.1943-555X.0000404 

Thompson, D. A., Glenn, D. E., Trethewey, L. L., Blackett, P., & Logan, T. M. (2024). Capturing 
cascading consequences is required to reflect risk from climate change and 
natural hazards. Climate Risk Management, 44, 100613. 
https://doi.org/10.1016/j.crm.2024.100613 

TRT. (2024). Description of the TRUST (European transport network model) MODEL. 
Trasporti E Territorio, Italy. http://www.trt.it/wp/wp-
content/uploads/2019/03/TRUST_model_2024.pdf 

Ulm, M., Widhalm, P., & Brändle, N. (2015). Characterization of mobile phone localization 
errors with OpenCellID data. In 2015 4th International Conference on Advanced 
Logistics and Transport (ICALT) (pp. 100-104). IEEE. 10.1109/ICAdLT.2015.7136601 

United Nations Economic Commission for Europe (UNECE). (2010). Illustrated Glossary for 
Transport Statistics (No. KS-RA-10-028). European Commission. 
https://rosap.ntl.bts.gov/view/dot/48820 

Vaiman, Chen, Chowdhury, Dobson, Hines, Papic, & Zhang. (2011). Risk assessment of 
cascading outages: Methodologies and challenges. IEEE Transactions on Power 
Systems, 27(2), 631-641. https://doi.org/10.1109/TPWRS.2011.2177868 

https://doi.org/10.1061/(ASCE)IS.1943-555X.0000404


 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
39 

 

Van Asselt, M. B., Vos, E., & Wildhaber, I. (2015). Some reflections on EU governance of 
critical infrastructure risks. European Journal of Risk Regulation, 6(2), 185-190. 
10.1017/S1867299X00004487 

Van der Vleuten, E., & Lagendijk, V. (2010). Transnational infrastructure vulnerability: The 
historical shaping of the 2006 European “Blackout”. Energy Policy, 38(4), 2042-
2052. https://doi.org/10.1016/j.enpol.2009.11.047 

Verschuur, J., Koks, E. E., & Hall, J. W. (2022a). Ports’ criticality in international trade and 
global supply-chains. Nature Communications, 13(1), 4351. 
https://doi.org/10.1038/s41467-022-32070-0 

Verschuur, J., Pant, R., Koks, E., & Hall, J. (2022b). A systemic risk framework to improve 
the resilience of port and supply-chain networks to natural hazards. Maritime 
Economics & Logistics, 1-18. https://doi.org/10.1057/s41278-021-00204-8 

Voinov, A., Jenni, K., Gray, S., Kolagani, N., Glynn, P. D., Bommel, P., Prell, C., Zellner, M., 
Paolisso, M., Jordan, R., Sterling, E., Schmitt Olabisi, L., Giabbanelli, P. J., Sun, Z., Le 
Page, C., Elsawah, S., BenDor, T. K., Hubacek, K., Laursen, B. K., … Smajgl, A. (2018). 
Tools and methods in participatory modeling: Selecting the right tool for the job. 
Environmental Modelling & Software, 109, 232–255. 
https://doi.org/10.1016/J.ENVSOFT.2018.08.028 

Wang, W., Yang, S., Hu, F., Stanley, H. E., He, S., & Shi, M. (2018). An approach for cascading 
effects within critical infrastructure systems. Physica A: Statistical Mechanics 
and its Applications, 510, 164-177. https://doi.org/10.1016/j.physa.2018.06.129 

Wang, Y., & He, Z. (2018). Mesoscopic modelling and analysis of traffic flow based on 
stationary observations. Procedia Computer Science, 00, 0–000. 
https://doi.org/10.1016/j.procs.2019.04.109 

Wells, E. M., Boden, M., Tseytlin, I., & Linkov, I. (2022). Modeling critical infrastructure 
resilience under compounding threats: A systematic literature review. Progress in 
Disaster Science, 100244. https://doi.org/10.1016/j.pdisas.2022.100244 

Xie, C., Kockelman, K. M., & Waller, S. T. (2011). A maximum entropy-least squares estimator 
for elastic origin-destination trip matrix estimation. Procedia - Social and 
Behavioral Sciences, 17, 189–212. https://doi.org/10.1016/J.SBSPRO.2011.04.514 

Yodo, N., & Arfin, T. (2021). A resilience assessment of an interdependent multi-energy 
system with microgrids. Sustainable and Resilient Infrastructure, 6(1–2), 42–55. 
https://doi.org/10.1080/23789689.2019.1710074 

 
Zavadskas, E. K., Antucheviciene, J., Vilutiene, T., & Adeli, H. (2017). Sustainable decision-

making in civil engineering, construction and building 
technology. Sustainability, 10(1), 14. https://www.mdpi.com/2071-1050/10/1/14 

Zhao, C., Li, N., & Fang, D. (2018). Criticality assessment of urban interdependent lifeline 
systems using a biased PageRank algorithm and a multilayer weighted directed 
network model. International Journal of Critical Infrastructure Protection, 22, 100-
112. https://doi.org/10.1016/j.ijcip.2018.06.002 



 

 

 

 

This project has received funding from the European Union’s Horizon Europe 
research and innovation programme under grant agreement No. 101093854 

 
40 

 

Zhang, P., & Peeta, S. (2011). A generalized modeling framework to analyze 
interdependencies among infrastructure systems. Transportation Research Part 
B: Methodological, 45(3), 553-579. https://doi.org/10.1016/j.trb.2010.10.001 

Zhou, X. Y., Lu, G., Xu, Z., Yan, X., Khu, S. T., Yang, J., & Zhao, J. (2023). Influence of Russia-
Ukraine war on the global energy and food security. Resources, Conservation and 
Recycling, 188, 106657. https://doi.org/10.1016/j.resconrec.2022.106657 

Zimmerman, R. (2001). Social implications of infrastructure network interactions. Journal 
of urban technology, 8(3), 97-119. https://doi.org/10.1080/106307301753430764 

Zimmerman, R. (2004, October). Decision-making and the vulnerability of interdependent 
critical infrastructure. In 2004 IEEE International Conference on Systems, Man and 
Cybernetics (IEEE Cat. No. 04CH37583) (Vol. 5, pp. 4059-4063). IEEE. 
10.1109/ICSMC.2004.1401166 

Zio, E. (2016). Challenges in the vulnerability and risk analysis of critical infrastructures. 
Reliability Engineering & System Safety, 152, 137-150. 
https://doi.org/10.1016/j.ress.2016.02.009 

Zorn, C., Pant, R., Thacker, S., & Shamseldin, A. Y. (2020). Evaluating the magnitude and 
spatial extent of disruptions across interdependent national infrastructure 
networks. ASCE-ASME Journal of Risk and Uncertainty in Engineering Systems, 
Part B: Mechanical Engineering, 6(2), 020904. https://doi.org/10.1115/1.4046327 

Zwijnenburg, W., Nikolaieva, I. (2022). Risks and impacts from attacks on energy 
infrastructure in Ukraine. PAX and Centre for Information Resilience, Netherlands. 
https://paxforpeace.nl/wp-content/uploads/sites/2/import/2023-
01/PAX_Ukraine_energy_infrastructure_FIN.pdf 

 


	Document History
	Executive Summary
	1. Introduction
	2.    Relevance of CI interdependence
	3. Interdependency modelling principles
	4. State of data and gaps
	5.    Conclusions and future opportunities
	References

